US and EU GDPR Privacy and Data Security Resources (e.g., templates)
Last updated March 2021

US state breach notification laws

e US written information security program

e EU General Data Protection Regulation (GDPR) breach notification

e Whether GDPR applies

e US state privacy and data security laws

Example 1: New York SHIELD Act Reasonable Security Requirement

Example 2: Amendment of the California Consumer Privacy Act

Example 3: The California Consumer Privacy Act of 2018, as Amended

Example 4: California Consumer Privacy Act Regulations

Example 5: CPRA: Application and Definitions

Example 6: CPRA: Consumer Rights, Enforcement, Security

Example 7: CPRA: Exceptions

Example 8: VCDPA: Application, Definitions, Consumer Rights

Example 9: VCPDA: Enforcement and Exceptions

Example 10: Summary of Amendment to Nevada Privacy Law

Example 11: Bloomberg Law Domestic Privacy Profile: Minnesota, for which I am
contributor and author of the Risk Environment Section.

e US website and mobile application privacypolicy
laws

e Nevada
¢ Delaware
e California

¢ California Minors

Please feel free to share this with your contacts and let me know if you need additional
information. Your comments are welcome and thanks for your support!
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http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
https://iapp.org/resources/article/model-written-information-security-program/
http://www.vlplawgroup.com/wp-content/uploads/2018/03/GDPRBreachReporting-BloombergLaw-MK.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_3_2018_territorial_scope_after_public_consultation_en_1.pdf
https://www.irmi.com/articles/expert-commentary/ny-shield-act-reasonable-security-requirement
https://www.irmi.com/articles/expert-commentary/further-amendment-to-the-california-consumer-privacy-act-of-2018
https://www.irmi.com/articles/expert-commentary/california-consumer-privacy-act-of-2018-as-amended
https://www.irmi.com/articles/expert-commentary/california-consumer-privacy-act-regulations-privacy-policy-and-notice
https://www.irmi.com/articles/expert-commentary/california-privacy-rights-act-background-application-and-definitions
https://www.irmi.com/articles/expert-commentary/california-privacy-rights-act-consumer-rights-enforcement-security
https://www.irmi.com/articles/expert-commentary/california-privacy-rights-act-exceptions
https://www.irmi.com/articles/expert-commentary/vcdpa-application-definitions-consumer-rights-and-obligations
https://www.irmi.com/articles/expert-commentary/vcdpa-assessments-de-identified-data-enforcement-and-exceptions
https://www.irmi.com/articles/expert-commentary/summary-amendment-nevada-privacy-law
http://www.vlplawgroup.com/wp-content/uploads/2019/01/Domestic-Privacy-Profile-Minnesota-Jan-2019.pdf
https://www.irmi.com/articles/expert-commentary/nevada-passes-new-privacy-notice-law
https://www.irmi.com/articles/expert-commentary/nevada-passes-new-privacy-notice-law
https://delcode.delaware.gov/title6/c012c/index.shtml
https://www.irmi.com/articles/expert-commentary/revisiting-privacy-policies-in-light-of-california-law
https://www.irmi.com/articles/expert-commentary/privacy-rights-for-california-minors
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